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QUESTION 1
What simple command is used to determine if an IBM LDAP server is listening and
servicing queries?
A. ping
B. ldapcfg
C. ldapmodify
D. ldapsearch
Answer: D
QUESTION 2
Consider a scenario where RBBenefits is acting as a Service Provider (SP) and RBTelco
is acting as an Identity Provider (IDP), where Certkiller has RBTelco has her Identity
Provider (IDP). Assume that Certkiller has not federated her account at RBBenefits with
RBTelco.
Certkiller requests a resource at a RBBenefits through a bookmarked URL? How will
the RBBenefits know which of its many identity provider partners will act as Certkiller's
Identity Provider (IDP) for Single Sign-On purposes?
A. RBBenefits will generate a list of all its known IDPs and present this in a page to Certkiller
so that Certkiller can select her preferred IDP.
B. RBBenefits will request a Single Sign-On authentication for Certkiller from all
known IDPs through front channel communications (via redirection through Certkiller's
browser) and select the first IDP that does not fail.
C. RBBenefits will post a response to Certkiller with a message that her IDP has not yet
notified RBBenefits with Certkiller's federation information. Certkiller will be
instructed to try to access the RBBenefits resources in 24 hours.
D. RBBenefits will request a Single Sign-On authentication for Certkiller from all
known IDPs using back channel communications. The first IDP that is able to generate a
successful authentication response is used as Certkiller's IDP.
Answer: A
QUESTION 3
Which utility will stop the IBM Tivoli Directory Server?
A. ldapxcfg
B. ldapstop
C. ibmdirctl
D. ibmslapd -stop
Answer: C
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QUESTION 4
You have installed Integrated Service Console onto a host with DNS name Certkiller 1.
Using the system defaults, what is the correct URL you must use to verify the
installation?
A. http:// Certkiller 1:8421/isc/console
B. http:// Certkiller 1:8421/fim/console
C. http:// Certkiller 1:8421/ibm/console
D. http:// Certkiller 1:8421/console/ibm/
Answer: C
QUESTION 5
What do the IBM Extensions to the SAML Single Sign-On (SSO) protocol enable?
A. the SSO profile to be specified in the SSO Trigger
B. an SSO exchange to be initiated from the Service Provider
C. signed messages to be passed over the SOAP backchannel
D. additional identity mapping information to be passed in the SAML message
Answer: A
QUESTION 6
Which WebSphere Application Server command is used to install Service integration
Web services enablement (SIBWS)?
A. wsadmin
B. ejbdeploy
C. uddiDeploy
D. wasprofile
Answer: A
QUESTION 7
Consider the following scenario involving customers of companies RBTelco and
RBBenefits.
RBTelco is a large multinational company that outsources health care benefit
management to RBBenefits.
RBTelco employees access RBBenefits resources through an authenticate-able account at
each company.
RBTelco employees are being moved to a federated environment. Employees will access
RBBenefits's resources using Single Sign-On. When Single Sign-On is enabled, all
RBTelco employees will be migrated to the federated Single Sign-On implementation.
RBTelco employees will have access to RBBenefits's resources based on his or her
RBTelco authentication. After the migration, ALL access to RBBenefits's resources will
be by Single Sign-On from RBTelco direct authentication to RBBenefits by a RBTelco
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employee will not be possible.
RBBenefits requires that RBTelco identify each employee with an alias that is based on a
mathematical function using the employee number, social insurance number, and several
other variables (shared between RBTelco and RBBenefits only).
They will use a Liberty ID-FF 1.2 Browser/POST approach for Single Sign-On between
companies. The number of machines required to support this environment when each
machine is an Intel-based processor with 1GB RAM, 10 GB hard drive, and RHEL 30 is:
A. 2 = (TAMeB WebSEAL on one machine) + (remainder TAMeB and all ITFIM
components on one machine)
B. 3 = (TAMeB WebSEAL on one machine) + (remainder TAMeB on one machine) +
(all ITFIM components on one machine)
C. 3 = (TAMeB WebSEAL on one machine) + (remainder TAMeB and ITFIM
runtime/management on one machine) + (remainder ITFIM on one machine)
D. 2 = (TAMeB WebSEAL and IBM Tivoli Federated Identity Manager (ITFIM)
runtime/management on one machine) + (remainder TAMeB and ITFIM on one
machine)
Answer: C
QUESTION 8
You are configuring a IBM Tivoli Federated Identity Manager (ITFIM) Web Services
Security Management environment at the service provider. You need to add two partners,
P1 and P2, both who whom will be accessing the application A3.
A3 is deployed as a web service using RAD. Web Services requests to A3 will be
required to be received over SSL and will have body-level encryption on the SOAP
message. Access to A3 will require a JAAS login content based on a SAML 11 assertion
defining the requestor.
Partner P1 is able to issue a SAML 10 assertion with an attribute statement containing
one attribute, the user's role (as previously agreed upon between P1 and the service
provider).
Partner P2 is able to issue a SAML 11 assertion with an attribute statement containing a
list of roles that the requestor currently has.
The service provider will map the partner asserted role(s) into a locally valid identity
assigned to the requestor and will use this identity for the JAAS login process.
Which two statements is a true statement of the configuration requirements on this
overall environment? (Choose two.)
A. Partner P2 will be deployed to ITFIM (using wsdl2tfim) and will require the
parameters of the incoming token types (SAML 11 assertion type).
B. Partner P1 will be deployed to ITFIM (using the console) and will require the
parameters of the incoming token type (SAML10 assertion type).
C. Partner P2 will be deployed to ITFIM (using the console) and will require the
parameters of the incoming token types (SAML 11 assertion type).
D. Partner P1 will be deployed to ITFIM (using wsdl2tfim) and will require the
parameters of the incoming token type (SAML10 and SAML 11 assertion types).
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