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QUESTION: 1
Why do security researchers often use virtual machines?

A. To offer an environment where new network applications can be tested
B. To offer a secure virtual environment to conduct online deployments
C. To offer a virtual collaboration environment to discuss security research
D. To offer an environment where malware can be executed with minimal risk to
equipment and software

Answer: D

QUESTION: 2
Which access control system allows the system administrator to establish access
permissions to network resources?

A. MAC
B. DAC
C. RBAC
D. None of the above.

Answer: A

QUESTION: 3
You work as a network administrator for your company. Taking personal safety into
consideration, what fire suppression substances types can effectively prevent damage to
electronic equipment?

A. Halon
B. CO2
C. Water
D. Foam

Answer: B

QUESTION: 4
Which of the following access control models uses roles to determine access permissions?

A. MAC
B. DAC
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C. RBAC
D. None of the above.

Answer: C

QUESTION: 5
Given: John is a network administrator. He advises the server administrator of his company
to implement whitelisting, blacklisting, closing-open relays and strong authentication
techniques. Which threat is being addressed?

A. Viruses
B. Adware
C. Spam
D. Spyware

Answer: C

QUESTION: 6
Most current encryption schemes are based on:

A. digital rights management
B. time stamps
C. randomizing
D. algorithms

Answer: D

QUESTION: 7
Study the following items carefully, which one will permit a user to float a domain
registration for a maximum of five days?

A. Spoofing
B. DNS poisoning
C. Domain hijacking
D. Kiting

Answer: D
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QUESTION: 8
Which of the following types of cryptography is typically used to provide an integrity
check?

A. Public key
B. Asymmetric
C. Symmetric
D. Hash

Answer: C

QUESTION: 9
The Public Key Infrastructure (PKI) is a set of hardware, software, people, policies, and
procedures needed to create, manage, store, distribute, and revoke digital certificates. The
public key infrastructure is based on which encryption schemes?

A. Symmetric
B. Quantum
C. Asymmetric
D. Elliptical curve

Answer: C

QUESTION: 10
How is access control permissions established in the RBAC access control model?

A. The system administrator.
B. The owner of the resource.
C. The role or responsibilities users have in the organization.
D. None of the above.

Answer: C

QUESTION: 11
Which threat is increased by the availability of portable external storage such as USB hard
drives to networks?

A. Increased loss business data
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B. Introduction of material on to the network
C. Removal of sensitive and confidential data
D. Introduction of rogue wireless access points

Answer: C

QUESTION: 12
What does the DAC access control model use to identify the users who have permissions to
a resource?

A. Predefined access privileges.
B. The role or responsibilities users have in the organization
C. Access Control Lists
D. None of the above.

Answer: C

QUESTION: 13
Alexander works as a network administrator for an organization which has 33,000 users.
Now, Alexander wants to store six months of Internet proxy logs on a dedicated logging
server for analysis and content reporting. The reports are not time critical, but are required
by upper management for legal obligations. When determining the requirements for the
logging server, which of the following will not be applied?

A. log storage and backup requirements.
B. log details and level of verbose logging.
C. performance baseline and audit trails.
D. time stamping and integrity of the logs.

Answer: C

QUESTION: 14
Which of the following refers to the ability to be reasonably certain that data is not
disclosed to unintended persons?

A. Non-repudiation
B. Integrity
C. Authentication
D. Confidentiality
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