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QUESTION 1:
You are hired by Certkiller .com as a consultant. Certkiller .com is deciding on a security
solution for their new WLAN, and a PPTP VPN is their primary consideration since it is
included with both server and desktop operating systems. While the 128-bit encryption of
Microsoft's MPPE is considered strong enough to adhere to corporate security policy,
Certkiller .com is concerned about security holes in MS-CHAPv2 authentication. Which
three of the following would you advise Certkiller .com about applying MS-CHAPv2
authentication in a PPTP VPN? (Choose three)
A. MS-CHAPv2 is subject to offline dictionary attacks.
B. MS-CHAPv2 is only secure when combined with MAC filters.
C. MS-CHAPv2 is compliant with WPA-Personal, but not WPA2-Enterprise.
D. MS-CHAPv2 can be replaced with EAP-TLS as the authentication mechanism for
PPTP.
E. MS-CHAPv2 uses anonymous Diffie-Hellman authentication, and is therefore secure.
F. MS-CHAPv2 is appropriate for WLAN security when used inside a TLS-encrypted
tunnel.
Answer: A,D,F
QUESTION 2:
Certkiller .com is installing an 802.11i-compliant wireless security solution using
802.1X/EAP authentication. According to Certkiller .com's policy, an eavesdropper must
be prevented from decrypting data frames traversing a wireless connection by the
security solution. Which of the following is the security solution feature that satisfies
Certkiller .com's policy requirement?
A. Message Integrity Check (MIC)
B. Mutual Authentication
C. Encrypted Passphrase
D. 4-Way Handshake
E. Integrity Check Value (ICV)
Answer: D
QUESTION 3:
you drives a forklift for Certkiller .com. The forklift can reach speeds of 20 mph (32
km/h), and has an 802.11g enabled industrial computer mounted to the frame to receive
warehouse orders. Your industrial laptop's communication with the access point is
secured with 802.11i compliant 802.1X/EAP-TTLS. Certkiller .com's warehouse
application requires reassociation speeds of less than 50ms, and 802.1X/EAP-TTLS
authentication takes roughly 800ms. which of the following is required for
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Certkiller .com's warehouse application to work properly? (Choose all that apply)
A. APs must have a hardware accelerator chip that performs "fast key generation" after
receiving a reauthentication message.
B. A WLAN controller that can maintain all PMKSAs internally must be installed.
C. No changes are needed, because 802.11i compliant devices can cache the initial PMK
and send it to other APs over the wired network as needed.
D. An x.509 certificate must be installed on the client to reduce the EAP-TTLS
authentication time to <50ms.
E. The authentication server must be configured to generate, buffer, and distribute the
next four temporal keys as needed.
Answer: B
QUESTION 4:
Certkiller .com's wireless network has been exposed to several Layer 1 and Layer 2
Denial of Service (DoS) attacks of late. Of the following options, which one is a security
solution that can detect and report when and where a DoS attack is taking place?
A. Distributed spectrum analyzers
B. WPA2-Enterprise
C. WLAN positioning system
D. Wireless IPS
E. Wireless LAN discovery tools with GPS
Answer: D
QUESTION 5:
Which of the following is an advantage of employing EAP-TTLS, as opposed to
EAP-TLS as an authentication mechanism in a WLAN environment?
A. EAP-TTLS supports mutual authentication between supplicants and authentication
servers.
B. EAP-TTLS sends client credentials through an encrypted TLS tunnel to the server.
C. EAP-TTLS is integrated into Microsoft Active Directory and Novell eDirectory.
D. EAP-TTLS uses proven standards-based technology, but EAP-TLS is still in draft
format.
E. EAP-TTLS allows clients to authenticate to the server using passwords.
F. EAP-TTLS supports smart card clients.
Answer: E
QUESTION 6:
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Which of the following is a WLAN client device feature that works to the advantage of
the attacker in a WLAN hijacking attack?
A. The IEEE 802.11 standard specifies that clients using Open System authentication
must allow direct client-to-client connections, even in Infrastructure mode.
B. Clients auto-detect Ad Hoc and Infrastructure service sets and will associate to the
appropriate network type.
C. When the RF signal between a client and an access point is lost for more than a few
seconds, the client device will attempt reassociation only with the same access point until
the Layer 3 session times out.
D. When the RF signal between a client and an access point is significantly disrupted, the
client will seek to reassociate with another access point with the same SSID and a
stronger, higher-quality signal.
Answer: D
QUESTION 7:
Due to constant standards development and changes within the industry, Certkiller .com
has not applied a WLAN. As the chief network administrator, you notify the IT staff that
since the 802.11i amendment was approved, most vendors have submitted their
equipment for WPA2 interoperability testing. Although the majority of the staff seems
encouraged, one of the administrators is worried whether the WPA2 certification adds
value to the equipment. Which of the following is a statement that addresses this
concern?
A. WPA2-certified equipment supports both layer 2 and layer 3 security mechanisms,
unlike WPA.
B. WPA2-certified equipment can use Transient Key IP for backwards compatibility with
WPA-certified equipment.
C. WPA2-certified equipment supports all security features found in the 802.11i
amendment.
D. WPA2-certified equipment can support RSNAs and Shared Key WEP sessions
simultaneously.
Answer: B
QUESTION 8:
Of the following, which is the security weakness present in pre-802.11i systems using
802.1X with dynamic WEP?
A. APs automatically downgrade the security level to standard WEP if the wireless client
device does not support dynamic WEP.
B. The session key is crackable if enough traffic is transmitted using the key.
C. All versions of EAP used with dynamic WEP pass the username across the wireless
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