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QUESTION: 1
A NIPS is primarily used for which of the following purposes?

A. To alert the administrator to known anomalies
B. To take action against known threats
C. To monitor network traffic in promiscuous mode
D. To log any known anomalies

Answer: B

QUESTION: 2
Which of the following ports is susceptible to DNS poisoning?

A. 23
B. 53
C. 80
D. 8080

Answer: B

QUESTION: 3
Upon opening the browser, a guest user is redirected to the company portal and asked to agree
to the acceptable use policy. Which of the following is MOST likely causing this to appear?

A. NAT
B. NAC
C. DMZ
D. VLAN

Answer: B

QUESTION: 4
Using a digital signature during an online transaction is a form of:
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A. key management.
B. non-repudiation.
C. confidentiality.
D. availability.

Answer: B

QUESTION: 5
Identification is the process of verifying which of the following?

A. The association of a user
B. The uniqueness of a users token
C. The user or computer system
D. The users access level

Answer: C

QUESTION: 6
Which of the following has a primary goal of hiding its processes to avoid detection?

A. Virus
B. Worm
C. Logic bomb
D. Rootkit

Answer: D

QUESTION: 7
Multiple machines are detected connecting to a specific web server during non-business hours
and receiving instructions to execute a DNS attack. Which of the following would be
responsible?

A. Botnet
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B. Logic Bomb
C. Adware
D. Virus

Answer: A

QUESTION: 8
A penetration test shows that almost all database servers were able to be compromised
through a default database user account with the default password. Which of the following is
MOST likely missing from the operational procedures?

A. SQL injection
B. Application hardening
C. OS hardening
D. Application patch management

Answer: C

QUESTION: 9
Which of the following should be reviewed periodically to ensure a server maintains the
correct security configuration?

A. NIDS configuration
B. Firewall logs
C. User rights
D. Incident management

Answer: B

QUESTION: 10
Cloud computing uses which of the following technologies to automatically provision guests
on demand?

A. Virtualization
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B. Imaging
C. Spoofing
D. Cloning

Answer: A

QUESTION: 11
The network administrator has determined that a large number of corporate workstations on
the network are connecting to an IRC server on the Internet, and these same workstations are
executing DDOS attacks on remote systems. Which of the following terms BEST describes
this situation?

A. Botnet
B. Worm
C. Spam
D. Rootkit

Answer: A

QUESTION: 12
Which of the following is MOST likely to occur if the input of a web form is not properly
sanitized? (Select TWO).

A. Backend file system crash
B. Web load balancing
C. Logic bomb
D. SQL injection
E. Cross-site scripting

Answer: D,E

QUESTION: 13
Which of the following describes bringing risk to an acceptable level?
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