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QUESTION: 1
A portion of the device feting for a Forti Analyzer unit is displayed in the exhibit.
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Which of the following statements best describes the reason why the FortiGate 60B unit is
unable to archive data to the Fortianalyzer unit?

A. the FortiGate unit is considered an unregistered device.

B. the Forti gate unit has been blocked from sending archive data to the Fortianalyzer device
by the administrator.

C. the Fortigate unit has insufficient privileges. The administrator should edit the device entry
in the fortianalyzer and modify the privileges.

D. the Fortigate unit is being treated as a syslog device and is only permitted to send log data.

Answer: D

QUESTION: 2
Which of the following describes the difference between the ban and quarantine actions?

A. A ban action prevents future transactions using the same protocol which triggered the ban.
A garantine action blocks all future transactions, regardless of the protocol.

B. A ban action blocks the transaction. A quarantine action archives the data.

C. A ban action has a finite duration. A quarantine action must be removed by an
administrator,

D. A ban action is used for known users. A quarantine action is used for unknown users.

Answer: B

QUESTION: 3



FCNSP

Which of the following is an advantage of using SNMP v3 Instead of SNMP v1/v2 when
querying the FortiGate unit?

A. Packet encryption

B. MIB-based report uploads

C. SNMP access limits through access lists

D. Running SNMP service on a non-standard port is possible

Answer: A

QUESTION: 4

An administrator has formed a High Availability cluster involving two FortiGate 310B units. [
Multiple ipstream Layer 2 switches] - [ FortiGate HA Cluster ] - [ Multiple downstream Layer
2 switches ] The administrator wishes to ensure that a single link failure will have minimal
impact upon the overall throughput of traffic through this duster. Which of the following
options describes the best step the administrator can take?

The administrator should...

A. setup a full-mesh design which uses redundant interfaces.

B. increase the number of FortiGate units in the cluster and configure HA in Active-Active
mode.

C. enables monitoring of all active interfaces.

D. configure the HA ping server feature to allow for HA failover in the event that a path is
disrupted.

Answer: A

QUESTION: 5
FortiGate unit is configured with three Virtual Domains (VDOMS) as illustrated in the exhibit.
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Which of the following statements are true if the network administrator wants to route traffic
between all the VDOMSs? (Select all that apply.)

A. The administrator should configure inter-VDOM links to avoid using external interfaces
and routers.

B. As with ail FortiGate unit interfaces, firewall policies must be in place for traffic to be
allowed to pass through any Interface, Including inter-VDOM links. This provides the same
level of security internally as externally.

C. This configuration requires the use of an external router.

D. Inter-VDOM routing is automatically provided if all the sublets that need to be routed are
locally attached. As each VDOM has an independent routing table, routing rules need to be set
(for example, static routing, OSPF) in each VDOM to route traffic between VDOMs.

Answer: D

QUESTION: 6
The diag sys session list command is executed in the CLI. The output of this command is
shown in the exhibit.
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repl ;—m&a;uﬁfowpnmi@ Prio=3 guarantee Ofsec max 134217728/sec traffic 115/sec
Der 40 shavere : sec
ha_1d=0 hakey=1335 &

policy dir=0 tumel=/

state=redir local may_dirty ndr os rs rem

statistic(bytes/packets/allow_err): org=3201/59/1 reply=2672/5/1 tuples=3
orgin-=>sink: org pre->post, reply pre->post dev=9.>3/3->9

2wy=76.27.192,1/192 168.203.2

hook=post dir=org act=smat 192, 168 203.2:3)96-

=128 100.58 53:80(76.27.195. 147:58518)

hook=pre dir=reply act=dnat 128 100,58 53: 80-

>76.27.195. 147:58618(192. 168.203.2:3196)

hook=post dir=reply act=noop 128.100.58 53:80->192.168.203.2:3196(0.0.0. 0:0)
postibefore.after) /(0,0). 0/0.0)

mise=0 policy_1d=i01td_pdlicy 1d=0auth_info=0chk _client info=0vd=0

s2rial =001 | icae tos=1{lff app_list=2000 app=0

dd_type=0dd_rule id=0

per_ip_bandwidth meter: addr=192.168.203.2, bps=1351

Based on the output from this command, which of the following statements is correct?

A. This is a UDP session.

B. Traffic shaping is being applied to this session.
C. This Is an ICMP session.

D. This traffic has been authenticated

E. This session matches a firewall policy with ID 5.

Answer: B

QUESTION: 7

A DLP rule with an action of Exempt has been matched against traffic passing through the
FortiGate unit. Which of the following statements is correct regarding how this transaction
will be handled by the FortiGate unit?

A. Any other matched EXP rules will be ignored with the exception of Archiving.
B. Future files whose characteristics match this file will bypass DLP scanning.
C. The traffic matching the DLP rule will bypass antivirus scanning.



FCNSP

D. The client IP address will be added to a white list.

Answer: A

QUESTION: 8
Which of the following statements are correct regarding the configuration of a FortiGate unit
as an SSL VPN gateway? (Select all that apply.)

A. Tunnel mode can only be used if the SSL VPN user groups have at least one Host Check
option enabled.

B. The specific routes needed to access internal resources through an SSL VPN connection in
tunnel mode from the client computer are defined in the routing widget associated with the
SSL VPN portal.

C. In order to apply a portal to a user, that user must belong to an SSL VPN user group.

D. The portal settings specify whether the connection will operate in web-only or tunnel
mode.

Answer: B, C

QUESTION: 9
Which of the following Items are considered to be advantages of using the application control
features on the FortiGate unit? Implication control allows an administor to:

A. set a unique session-ttl for select applications.

B. customizes application types in a similar way to adding custom IPS signatures.

C. check, which applications are installed on workstations attempting to access the network.
D. enables AV seaming per application rather than per policy.

Answer: A

QUESTION: 10
Which of the following statements is not correct regarding virtual domains (VDOMs)?

A. VDOMs divide a single FortiGate unit two or morevirtual unite that function as multiple,
independent units.
B. A management VDOM handles SNMP, logging, alert email, and FDN-based updates.
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