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Question: 1  
Which of the following represents the outermost boundary for a single schema? 
 
A. A domain tree 
B. A domain forest 
C. A domain 
D. A domain controller 
 
Answer: B 
 
Question: 2  
You are planning to add global catalog servers to your site. What is the recommended 
placement? 
 
A. You should place at least one global catalog server in each domain tree. 
B. You should place at least one global catalog server in each domain. 
C. You should place at least one global catalog server in each site. 
D. You should make each domain controller a global catalog server. 
 
Answer: C 
 
Question: 3  
Which of the following resource record types is used to establish an alias for an existing host 
name? 
 
A. An A Record 
B. An ALIAS Record 
C. A CNAME Record 
D. An HINFO Record. 
 
Answer: C 
 
Question: 4  
You want to enable Dynamic DNS for a specific zone and configure the server to allow only 
secure updates. What is required for you to do this? 
 
A. The zone must be a root zone. 
B. The zone must be Active Directory???¡ì?C-integrated. 
C. The zone must have an SRV record. 
D. You cannot enable DDNS for a specific zone??only for an entire server. 
 
Answer: B 
 
Question: 5  
In which of the four layers of the Internet protocol is the routing of packets between source and 
destination hosts handled? 
 
A. Application 
B. Transport 
C. Internet 
D. Link 
 
Answer: C 
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Question: 6  
Which of the following default subnet masks would be used on a computer with the IP address 
157.54.4.201? 
 
A. 255.0.0.0 
B. 255.255.0.0 
C. 255.255.255.0 
D. 255.255.255.255 
 
Answer: B 
 
Question: 7  
You want to ensure that all user credentials passed between remote clients and an Routing And 
Remote Access server are encrypted. Which of the following authentication methods could you 
use? 
 
A. PAP 
B. CHAP 
C. SPAP 
D. MS-CHAP 
 
Answer: B, C, D 
 
Question: 8  
Which of the following remote access protocols is the most common used by Routing and 
Remote Access and allows both dial-in and dial-out access? 
 
A. PPP 
B. SLIP 
C. RAS 
D. NetBIOS Gateway 
 
Answer: A 
 
Question: 9  
What are the advantages of using Virtual Private Networking over traditional dialup remote 
access? 
 
A. The first advantage is that users not in the local calling area need not make long distance calls 

to connect to the Routing And Remote Access server. Second, using VPN connections 
dramatically reduces cost by reducing both the hardware needed to provide many 
simultaneous connections and the need to maintain as many phone circuits. Finally, VPN 
solutions typically offer higher-speed connections (using broadband Internet connections) at 
lower prices than conventional dial-up methods. 

 
Answer: A 
 
Question: 10  
Aside from network connection issues, what are three complicating factors exhibited by an 
international company? 
 
A. Difference in languages, laws, export regulations, and tariffs are just a few of the issues an 

international company must contend with. 
 



Exam Name: Designing a Microsoft Windows Server 2003 Active Directory and Network 
Infrastructure 

Exam Type: Microsoft Case Studies: 23 
Exam Code: 70-297 Total Questions: 331 
 

Page 3 of 272   

 

Answer: A 
 
Question: 11  
What is the difference between a branch and a subsidiary office? 
 
A. The essential difference between a branch and a subsidiary office is that the branch office is 

controlled by the company, while the subsidiary office (while owned by the company) is more 
autonomous and may follow its own policies. 

 
Answer: A 
 
Question: 12  
You are preparing a geographic map for a company that has three locations within the same 
state. The link between two of the locations is a dedicated T1 line. The third location links to only 
one of the first two locations and that link is a 64Kb line. What geographical model would this fall 
into? 
 
A. The slow 64Kb link would make network design considerably more complex and would make 

this company a national model. If all locations connected via high-speed links, this company 
would likely be a regional model. 

 
Answer: A 
 
Question: 13  
What types of information should you gather when inventorying a server? 
 
A. You should first gather information about the server??s hardware, including the brand of the 

computer and the types and capacities of components such as the motherboard, memory, disk 
subsystem,and peripherals. You should also gather information on the operating system, 
installed services, and applications. 

 
Answer: A 
 
Question: 14  
You are gathering information about the current domain model of a network running Windows 
2000 and Active Directory. You have created a domain map that shows every domain and the 
trust relationships between those domains. What other documents should you prepare for each 
domain when assessing the current model? 
 
A. You should create a document for each domain that shows how the OUs are structured within 

the domain. You should also gather information about the objects and permissions assigned to 
each OU. You will also need to create a document for each domain that shows how sites are 
structured within the domain and the domain controller placement in those sites. 

 
Answer: A 
 
Question: 15  
Assuming that you were to restructure the current domain model when designing the new 
infrastructure (instead of upgrading everything in place), what additional challenges will you face 
because of the restructuring? 
 
A. You will have to recreate user profiles and passwords. You will most likely have to redesign 

system security policies. The implementation will take considerably longer and there will be 
more downtime for users. 
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Answer: A 
 
Question: 16  
A solution should be designed to meet the requirements of business and security. Meanwhile, a 
forest and domain structure should be designed to address the concerns of Contoso, Ltd., and to 
meet the business and technical requirements. You need to use the minimum number of domains 
and forests that are required. What should you do to achieve the goal? Choose the correct 
answer or answers from the following. 
 
A. In the Certification Authority console, open the Revoked Certificates properties. Set the Delta 

Certificate Revocation List (CRL) publication interval to one hour. 
B. In the Certification Authority console, open the Revoked Certificates properties. Set the full 

Certificate Revocation List (CRL) publication interval to one hour. 
C. In the Certification Authority console, highlight Revoked Certificates, and then select the option 

to publish a full CRL after you revoke a certificate. 
D. Use two forests and four domains to meet the requirement. 
 
Answer: D 
 
Question: 17  
A solution should be designed to meet the requirements of business and security. Meanwhile, 
you are designing the top-level organizational unit structure to meet the administrative 
requirements. What should you do to achieve the goal? Choose the correct answer or answers 
from the following. 
 
A. Create a global distribution group in the forest root domain and name it Company Editors. 
B. Place all user and computer accounts that are assigned to the Coho Vineyard customer project 

in the Coho OU. 
C. Create a universal distribution group in the forest root domain and name it Company Editors. 
D. Create a top-level OU named Coho. 
E. Create a universal security group in the forest root domain and name it Company Editors. 
 
Answer: B, E 
 
Question: 18  
A solution should be designed to meet the requirements of business and security. A security 
group strategy should also be designed to meet the business and technical requirements. What 
should you do to achieve the goal? Choose the correct answer or answers from the following. 
 
A. Spend all day issuing certificates-and you would probably make a large number of mistakes. 
B. Creating global groups named G_Executives and one universal group named U_Executives. 
C. Making the two global groups members of U_Executives. 
D. Making the executive user accounts members of the appropriate global group. 
E. Use a software restriction policy to disable all unauthorized scripts. 
F. Define the permissions for each certificate template to ensure that only authorized users, 

computers, or group members can obtain certificates based on a certificate template. 
 
Answer: B, C, D 
 
Question: 19  
A solution should be designed to The solution should meet the requirements of business and 
security.You are designing an Active Directory implementation strategy to present to executives 
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from your company and from Contoso, Ltd. What should you do to achieve the goal? Choose the 
correct answer or answers from the following. 
 
A. Configure Automatic Updates on all computers to use the Microsoft Windows Update servers. 
B. Create a pristine forest. 
C. Upgrade the New York domain. 
D. Upgrade the Chicago domain. 
E. Create a pristine forest for Contoso, Ltd. 
 
Answer: B, C, D, E 
 
Question: 20  
A solution should be designed to meet the requirements of business and security. You are 
designing the DNS infrastructure to meet the business and technical requirements. 
What should you do to achieve the goal? Choose the correct answer or answers from the 
following. 
 
A. support standardized command- line parameters to change the default installation behavior. 
B. Configure Automatic Updates on all computers to use SUS on Server1. 
C. Before setting the replication scope to all DNS servers in the forest, create an Active Directory-

integrated zone on DC5. 
D. Configure Server1 to maintain updates on the Microsoft Windows Update servers. 
E. Saves disk space by not backing up files that are replaced. 
F. Enables the user to define the path for the local log file. 
 
Answer: C 
 
Question: 21  
A DNS implementation strategy should be designed for the network. What should you do to 
achieve the goal? Choose the correct answer or answers from the following. 
 
A. Run Microsoft Baseline Security Analyzer (MBSA) on one of the domain controllers and target 

all the domain controllers. 
B. Use reverse lookup zones or Active Directory-integrated zones to fulfill the requirements. 
C. Run Microsoft Baseline Security Analyzer (MBSA) on each domain controller with a copy of 

the MBSAScan.wsf file that you downloaded from the Microsoft Web site. 
D. Run Microsoft Baseline Security Analyzer (MBSA) on each domain controller with a copy of 

the Mssecure.cab file that you downloaded from the Microsoft Web site. 
 
Answer: B 
 
Question: 22  
A solution should be designed to upgrade the DHCP servers after the new Active Directory 
structure is in place. Who can authorize the DHCP servers? Choose all that apply. 
 
A. IT support staff in Boston or Chief information officer 
B. IT support staff in New York or IT support staff in Boston 
C. Only Chief information officer 
D. Network administrator in Chicago 
E. Network administrator in New York 
 
Answer: C 
 
Question: 23  
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A solution should be designed for the placement of the global catalog servers. You??ve got an 
order to use the minimum number of global catalog servers that are required. 
What should you do to achieve the goal? Choose the correct answer or answers from the 
following. 
 
A. Configure Server1 to redirect client computers to the Microsoft Windows Update servers. 
B. Place one global catalog server in Chicago, one global catalog server in New York, and one 

global catalog server in Boston. 
C. Configure Server to store only the locales that are needed. 
D. Download the updates, and then delete updates that are not approved for client computers. 
 
Answer: B 
 
Question: 24  
An IP addressing strategy should be designed for your VPN solution. What should you do to 
achieve the goal? Choose the correct answer or answers from the following. 
 
A. Use 1 public IP address. 
B. Use 10 public IP addresses. 
C. Use 100 public IP addresses. 
D. Use 250 public IP addresses. 
 
Answer: A 
 
Question: 25 
You are designing an Active Directory forest structure to meet the business and technical 
requirements. What should you do to achieve the goal? Choose the correct answer or answers 
from the following. 
 
A. Create a single three domains?? forest. They are separately for finance, HR, and the 

remaining departments. 
B. Create a new file system security policy in the App1 Policy GPO that assigns default 

permissions to App1. 
C. Import the Setup security.inf security template into the App1 Policy GPO. 
D. Disable the App1 Policy GPO. 
 
Answer: A 
 
Question: 26  
A WAN implementation strategy should be designed to meet the business and technical 
requirements. What should you do to achieve the goal? Choose the correct answer or answers 
from the following. 
 
A. Apply a security template that enables the Microsoft network server: Digitally sign 

communications (always) setting. 
B. Apply a security template that enables the Microsoft network server: Digitally sign 

communications (if client agrees) setting. 
C. The WAN implementation strategy should have the ability to configure a demand-dial router. 
D. Apply a security template that enables the Domain member: Digitally encrypt or sign secure 

channel data (always) setting. 
 
Answer: C 
 
Question: 27  
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A strategy should be designed to provide the required security for the Payroll server. Meanwhile, 
you need to identify the actions that you should perform to achieve this goal. 
What should you do to achieve the goal? Choose the correct answer or answers from the 
following. 

 
 
A. Create a universal group named Payroll. Add users from the movies department to this group. 
B. Create a universal group named Payroll. Add the Finance global group to this group. 
C. Create a global group named Finance. Add all Dallas users to this group. 
D. Create a global group named Finance that contains only the appropriate Finance users. 
E. Create a domain local group and assign it permissions to the Payroll server. Add the Payroll 

universal group to this group. 
 
Answer: A, B, E  
 
Question: 28 
A password management solution should be designed to meet the business and technical 
requirements. What should you do to achieve the goal? Choose the correct answer or answers 
from the following. 
 
A. Apply security templates by using Group Policy setting. 
B. Configure the Default Domain Controller Policy to enforce password expiration settings. 

Delegate the password management controls to the Domain Users group. 
C. You can apply a security template to the file server computers that assigns the Deny access to 

this computer from the network right to the Contractors group. 
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