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QUESTION: 1
Refer to the exhibit.

You are configuring a laptop with the Cisco VPN Client, which uses digital certificates
for authentication. Which protocol does the Cisco VPN Client use to retrieve the digital
certificate from the CA server?

A. FTP
B. LDAP
C. HTTPS
D. SCEP
E. OCSP

Answer: D

QUESTION: 2
ABC Corporation has hired a temporary worker to help out with a new project. The
network administrator gives you the task of restricting the internal clientless SSL VPN
network access of the temporary worker to one server with the IP address of 172.26.26.50
via HTTP. Which two actions should you take to complete the assignment? (Choose
two.)

A. Configure access-list temp_acl webtype permit url http://172.26.26.50.
B. Configure access-list temp_acl_stand_ACL standard permit host 172.26.26.50.
C. Configure access-list temp_acl_extended extended permit http any host 172.26.26.50.
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D. Apply the access list to the temporary worker Group Policy.
E. Apply the access list to the temporary worker Connection Profile.
F. Apply the access list to the outside interface in the inbound direction.

Answer: A, D

QUESTION: 3
In which three ways can a Cisco ASA security appliance obtain a certificate revocation
list? (Choose three.)

A. FTP
B. SCEP
C. TFTP
D. HTTP
E. LDAP
F. SCP

Answer: B, D, E

QUESTION: 4
Which three statements about clientless SSL VPN are true? (Choose three.)

A. Users are not tied to a particular PC or workstation.
B. Users have full application access to internal corporate resources.
C. Minimal IT support is required.
D. Cisco AnyConnect SSL VPN software is automatically downloaded to the remote user
at the start of the clientless session.
E. For security reasons, browser cookies are disabled for clientless SSL VPN sessions.
F. Clientless SSL VPN requires an SSL-enabled web browser.

Answer: A, C, F

QUESTION: 5
Refer to the exhibit.
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The ABC Corporation is changing remote-user authentication from pre-shared keys to
certificate- based authentication. For most employee authentication, its group
membership (the employees) governs corporate access. Certain management personnel
need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance
manager is able to access the department-assigned servers but cannot access the restricted
servers. As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance
manager.
B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a
number that is greater than 10.
C. Check if the Management Certificate to Connection Profile Maps > Rules is
configured correctly.
D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.

Answer: D

QUESTION: 6
When establishing a Cisco AnyConnect SSL VPN tunnel, a system administrator wants
to restrict remote home office users to either print to their local printer or send the
remaining traffic down the Cisco AnyConnect SSL VPN tunnel (with restricted Internet
access). Choose both a tunnel policy option and an ACL type to accomplish this design
goal. (Choose two.)

A. tunnel all networks
B. tunnel network list below
C. exclude network list from the tunnel
D. standard ACL
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E. web ACL
F. extended ACL

Answer: C, D

QUESTION: 7
When initiating a new SSL or TLS session, the client receives the server SSL certificate
and validates it. After validating the server certificate, what does the client use the
certificate for?

A. The client and server use the server public key to encrypt the SSL session data.
B. The server creates a separate session key and sends it to the client. The client decrypts
the session key by using the server public key.
C. The client and server switch to a DH key exchange to establish a session key.
D. The client generates a random session key, encrypts it with the server public key, and
then sends it to the server.

Answer: D

QUESTION: 8
Which statement about CRL configuration is correct?

A. CRL checking is enabled by default.
B. The Cisco ASA relies on HTTPS access to procure the CRL list.
C. The Cisco ASA relies on LDAP access to procure the CRL list.
D. The Cisco Secure ACS can be configured as the CRL server.

Answer: C

QUESTION: 9
Which three options are characteristics of WebType ACLs? (Choose three.)

A. They are assigned per-connection profile.
B. They are assigned per-user or per-group policy.
C. They can be defined in the Cisco AnyConnect Profile Editor.
D. They support URL pattern matching.
E. They support implicit deny all at the end of the ACL.
F. They support standard and extended WebType ACLs.

Answer: B, D, E
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QUESTION: 10
When deploying clientless SSL VPN advanced application access, the administrator
needs to collect information about the end-user system. Which three input parameters of
an end-user system are important for the administrator to identify? (Choose three.)

A. types of applications and application protocols that are supported
B. types of encryption that are supported on the end-user system
C. the local privilege level of the remote user
D. types of wireless security that are applied to the end-user tunnel interface
E. types of operating systems that are supported on the end-user system
F. type of antivirus software that is supported on the end-user system

Answer: A, C, E

QUESTION: 11
Cisco Secure Desktop seeks to minimize the risks that are posed by the use of remote
devices in establishing a Cisco clientless SSL VPN or Cisco AnyConnect VPN Client
session. Which two statements concerning the Cisco Secure Desktop Host Scan feature
are correct? (Choose two.)

A. It is performed before a user establishes a connection to the Cisco ASA.
B. It is performed after a user establishes a connection to the Cisco ASA but before
logging in.
C. It is performed after a user logs in but before a group profile is applied.
D. It is supported on endpoints that run a Windows operating system only.
E. It is supported on endpoints that run Windows and MAC operating systems only.
F. It is supported on endpoints that run Windows, MAC, and Linux operating systems.

Answer: B, F

QUESTION: 12
Which four statements about the Advanced Endpoint Assessment are correct? (Choose
four.)

A. It examines the remote computer for personal firewall applications.
B. It examines the remote computer for antivirus applications.
C. It examines the remote computer for antispyware applications.
D. It examines the remote computer for malware applications.
E. It does not perform any remediation, but it provides input that can be evaluated by
DAP records.

6

http://www.ipass4sure.com

Pass4sure Certification Exam Features;
-

Pass4sure offers over 2500 Certification exams for professionals.
More than 98,800 Satisfied Customers Worldwide.
Average 99.8% Success Rate.
Over 120 Global Certification Vendors Covered.
Services of Professional & Certified Experts available via support.
Free 90 days updates to match real exam scenarios.
Instant Download Access! No Setup required.
Price as low as $19, which is 80% more cost effective than others.
Verified answers researched by industry experts.
Study Material updated on regular basis.
Questions / Answers are downloadable in PDF format.
Mobile Device Supported (Android, iPhone, iPod, iPad)
No authorization code required to open exam.
Portable anywhere.
Guaranteed Success.
Fast, helpful support 24x7.

View list of All certification exams offered;
http://www.ipass4sure.com/allexams.asp
View list of All Study Guides (SG);
http://www.ipass4sure.com/study-guides.asp
View list of All Audio Exams (AE);
http://www.ipass4sure.com/audio-exams.asp
Download Any Certication Exam DEMO.
http://www.ipass4sure.com/samples.asp
To purchase Full version of exam click below;
http://www.ipass4sure.com/allexams.asp
3COM
CompTIA
Filemaker
ADOBE
ComputerAssociates Fortinet
APC
CWNP
Foundry
Apple
DELL
Fujitsu
BEA
ECCouncil
GuidanceSoftware
BICSI
EMC
HDI
CheckPoint Enterasys
Hitachi
Cisco
ExamExpress
HP
Citrix
Exin
Huawei
CIW
ExtremeNetworks
Hyperion
and many others.. See complete list Here

IBM
IISFA
Intel
ISACA
ISC2
ISEB
ISM
Juniper
Legato
Lotus

LPI
McAfee
McData
Microsoft
Mile2
NetworkAppliance
Network-General
Nokia
Nortel
Novell

OMG
Oracle
PMI
Polycom
RedHat
Sair
SASInstitute
SCP
See-Beyond
Google

Sun
Sybase
Symantec
TeraData
TIA
Tibco
TruSecure
Veritas
Vmware

