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QUESTION: 1
By default, which traffic can pass through a Cisco ASA that is operating in transparent
mode without explicitly allowing it using an ACL?

A. ARP
B. BPDU
C. CDP
D. OSPF multicasts
E. DHCP
Answer: A

QUESTION: 2
Which three Cisco ASA configuration commands are used to enable the Cisco ASA to
log only the debug output to syslog? (Choose three.)

A. logging list test message 711001
B. logging debug-trace
C. logging trap debugging
D. logging message 711001 level 7
E. logging trap test

Answer: A, B, E

QUESTION: 3
By default, how does the Cisco ASA authenticate itself to the Cisco ASDM users?

A. The administrator validates the Cisco ASA by examining the factory built-in identity
certificate thumbprint of the Cisco ASA.
B. The Cisco ASA automatically creates and uses a persistent self-signed X.509
certificate to authenticate itself to the administrator.
C. The Cisco ASA automatically creates a self-signed X.509 certificate on each reboot to
authenticate itself to the administrator.
D. The Cisco ASA and the administrator use a mutual password to authenticate each
other.
E. The Cisco ASA authenticates itself to the administrator using a one-time password.

Answer: C

QUESTION: 4
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When will a Cisco ASA that is operating in transparent firewall mode perform a routing
table lookup instead of a MAC address table lookup to determine the outgoing interface
of a packet?

A. if multiple context mode is configured
B. if the destination MAC address is unknown
C. if the destination is more than a hop away from the Cisco ASA
D. if NAT is configured
E. if dynamic ARP inspection is configured

Answer: D

QUESTION: 5
Which Cisco ASA feature is implemented by the ip verify reverse-path interface
interface_name command?

A. uRPF
B. TCP intercept
C. botnet traffic filter
D. scanning threat detection
E. IPS (IP audit)

Answer: A

QUESTION: 6
In one custom dynamic application, the inside client connects to an outside server using
TCP port4444 and negotiates return client traffic in the port range of 5000 to 5500. The
server then starts streaming UDP data to the client on the negotiated port in the specified
range. Which Cisco ASA feature or command supports this custom dynamic application?

A. TCP normalizer
B. TCP intercept
C. ip verify command
D. established command
E. tcp-map and tcp-options commands
F. set connection advanced-options command

Answer: D
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QUESTION: 7
Refer to the exhibit.

Which statement about the Telnet session from 10.0.0.1 to 172.26.1.200 is true?

A. The Telnet session should be successful.
B. The Telnet session should fail because the route lookup to the destination fails.
C. The Telnet session should fail because the inside interface inbound access list will
block it.
D. The Telnet session should fail because no matching flow was found.
E. The Telnet session should fail because inside NAT has not been configured.

Answer: C

QUESTION: 8
Refer to the exhibit.
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On Cisco ASA Software Version 8.3 and later, which two sets of CLI configuration
commands result from this Cisco ASDM configuration? (Choose two.)

A. nat (inside) 1 10.1.1.10
global (outside) 1 192.168.1.1
B. nat (outside) 1 192.168.1.1
global (inside 1 10.1.1.10
C. static(inside,outside) 192.168.1.1 10.1.1.10 netmask 255.255.255.255 tcp 0 0 udp 0
D. static(inside,outside) tcp 192.168.1.1 80 10.1.1.10 80
E. object network 192.168.1.1
nat (inside,outside) static 10.1.1.10
F. object network 10.1.1.10
nat (inside,outside) static 192.168.1.1
G. access-list outside_access_in line 1 extended permit tcp any object 10.1.1.10 eq http
access-group outside_access_in in interface outside
H. access-list outside_access_in line 1 extended permit tcp any object 192.168.1.1 eq http
access-group outside_access_in in interface outside

Answer: F, G

QUESTION: 9
Refer to the exhibit.
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Which corresponding Cisco ASA Software Version 8.3 command accomplishes the same
Cisco ASA Software Version 8.2 NAT configuration?

A. nat (any,any) dynamic interface
B. nat (any,any) static interface
C. nat (inside,outside) dynamic interface
D. nat (inside,outside) static interface
E. nat (outside,inside) dynamic interface
F. nat (outside,inside) static interface

Answer: C

QUESTION: 10
Refer to the exhibit.

Which traffic is permitted on the inside interface without any interface ACLs configured?

A. any IP traffic input to the inside interface
B. any IP traffic input to the inside interface destined to any lower security level
interfaces
C. only HTTP traffic input to the inside interface
D. only HTTP traffic output from the inside interface
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E. No input traffic is permitted on the inside interface.
F. No output traffic is permitted on the inside interface.

Answer: C

QUESTION: 11
On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA
appliance in transparent firewall mode, how is the Cisco ASA management IP address
configured?

A. using the IP address global configuration command
B. using the IP address GigabitEthernet 0/x interface configuration command
C. using the IP address BVI x interface configuration command
D. using the bridge-group global configuration command
E. using the bridge-group GigabitEthernet 0/x interface configuration command
F. using the bridge-group BVI x interface configuration command

Answer: C

QUESTION: 12
Refer to the exhibit.

Which Cisco ASA CLI nat command is generated based on this Cisco ASDM NAT
configuration?

A. nat (dmz, outside) 1 source static any any
B. nat (dmz, outside) 1 source static any outside
C. nat (dmz,outside) 1 source dynamic any interface
D. nat (dmz, outside) 1 source static any interface destination static any any
E. nat (dmz, outside) 1 source dynamic any outside destination static any any

Answer: C

QUESTION: 13
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